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Abstract:
Today’s everyone makes used of ATM system for their easier money transaction, withdrawal,
deposit. This system enhances the security of banking sector and protects consumers from fraud.
ATM system is mainly used to take money at any time. There is an urgent need to improve the
security of the banking sector for money usage. Though using this method there is so issue on
withdrawal of money. We know the PIN anybody can use the card. So that’s the issue on today’s
world. We introduce face and iris recognition to scanning both the card pin and the through face

of the original card holder using 2D dimension.
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l. INTRODUCTION

Nowadays, banking sector is one of the most
important parts of human’s daily life.
Banking facilities are widely used by people
for their economy’s activities (Darwin et.al,
2020). In figure 1 below shown an
Automated Teller Machine is an electronic
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Figure 1: ATM Machine systems (Arunkumar et.al, 2018).

telecommunications device that enables the
customers of a financial institution to
perform financial transactions in bank,
particularly cash withdrawal, money transfer,
online remittances, and utility bill payments
etc. without the need for a human cashier,
clerk or bank teller (Sonakshi et.al, 2017).
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It is observed that the number of crimes
related to ATM is increased hence there is a
necessity to provide enhances security to
ATM machine. Due to increase in the ATM
thefts, which uses a magnetic card and pin
number to allow a transaction, are not enough
to keep the customer safe from fraud,
identity-loss and false transactions. This is
where the face Recognition technology
comes as a relief to the ailment of the public
(Ross and Jain, 2003). This technique used
Face and Iris Recognition Technology
involves the method of allowing a
transaction, only if the identity of the
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individual is verified and the verification is
done by recognizing the iris pattern which
include (shape of eyes, nose chin and mouth)
of the account holder (Renuka et.al., 2020)

In this paper, iris scans camera is uses ATM
to prevent loss due to counterfeit attempts to
prevent security such as ATM card theft, PIN
theft, customer account information theft and
hacking from been have access to the account
holder because the faces are seen as 2D
dimension the front view of a face and side
view of your face as shown in figure 2 below.

Figure 2: 2Diminsion ofidirgi'taliimage is captured for detecting the faces (Bone et al., 2001). ‘

Il. RELATED WORKS
According to Guru (2017), developed an
ATM security system to monitor all ATM’s
in the city with a centralized private server.
Many types of sensors and switches are used
here to capture security related information
which is then analyzed and dispatched to the
central main server to experiment. Utilizing
the data obtained from different ATMs, a
statistical vulnerability test is made out
through the system and a vulnerability
quotient is assigned to all ATM machines.
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Whereas this method is little complicated and
continue monitoring is needed.

According to Sweta etal, (2016), the
proposed system focuses on saving time and
solving sensitivity issue of the system. If the
user wants to know their balance there is no
need to go through the verification system.
This model claims that fraudsters will never
gain any positivity of the system. Hence, the
security will never be compromised.

In paper (Akhilesh et.al 2016), to increase the
safety of electronic money transfer via EDC
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an embedded fingerprint technique with PIN
has been introduced. It’s a design to secure
swipe card transaction by applying bio-
metric feature like fingerprint identification
with traditional PIN. There are many
proposals to raise the safety of the transaction
using bio-metric recognition system (Renee
and Gomathi (2015). In this given model pin
number is completely replaced with bio-
metric system such as e-fingerprint, retina
and so on. Thus, this serves as an entirely
different model from others. The computer
operated machine which allows withdrawing
the cash from their respective bank account is
called as Automated Teller Machine (ATM).
During the transaction of money, the card
owner has to provide required information
for effective transaction which is supported
through keypad and card reader. Through the
magnetic stripe of the credit or debit card the
card reader collects the account related data
of the card owner when the person presses the
keypad.

Besides, the card owner has their PIN
(personal identification number) which is
converted into the encrypted form and
delivered to the host processor which is
responsible for routing the request to the
concerned bank. From customer’s checking
account an electronic fund transfer (EFT)
process is taken place to host processor’s
account based upon cash request. Whenever
the host’s bank account receives the
transferred fund it sends the ATM an
approval code to dispense the amount and
simultaneously cash is also transferred to the
bank account. During swiping the card
information is sent to the bank payment
system. Each and every data is sent to the
payment processor for processing and the
data which is processed is further sent to the
payment brand and finally it is forwarded to
the issuing bank. After verification process
an authorized number is generated and routed
to the concerned brand to perform payment.
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As a final process the authorization number
is routed to the merchant’s payment system
from the processor. This is the overall
process carried out and after this process the
card holder collects his/her receipt. But this
has the disadvantage that anyone can enter
the ATM center by using any others card and
may withdrawal money if they know the PIN
of the card.

I1. PROPOSED METHODOLOGY
In this proposed system, the valid card holder
is allowed and only by the knowledge of
account holder others can enter into the ATM
by using account holder’s ATM card. Once
the customer inserts the card inside the ATM
machine the card reader collects the
information stored in the magnetic strip of the
card and then passes into the host for
comparing the fingerprint and image of the
person which is already updated in form of
data. This can be performed with the help of
iris camera and finger print module. If
everything is matched then ATM machine
will allow for transaction. Incase if any
unauthorized person inserts ATM card,
finger print and image will be verified since
it won’t match so their image along with an
One-Time passwords (OTP) will be sent the
randomly generated 6-digit code to the
registered  mobile  number of the
corresponding account holders mail, only
after entering that OTP in this system it will
allow the user to withdrawal the money or
else it will stop the process.

IV. IRIS RECOGNITION

Iris recognition is the process of
recognizing a person by analyzing the
random pattern of iris as show in figure 4
below. The iris is a muscle within the eye that
regulates the amount of light entering the eye
by controlling the size of pupil .The system is
to be composed of a number of sub-systems,
which corresponds to every stage of iris
recognition technique. The stages involved in
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iris recognition are as follow: Image
Acquisition is the process of acquiring high
quality eye image using Cmos camera as
shown in figure 3 below. Segmentation is a
process of locating the iris region in a digital
eye image, Normalization is a process in
creation of a dimensionally consistent
representation of the iris region. Encoding is
the process of generation of the iris code
(Sonakshi et.al, 2017). Database Enrollment
is the process of storing up of all the iris

patterns of the users, Matching is the process
of matching the iris of the present user with
the database stored. Iris Recognition- It is the
last process in the iris biometric technique
When the iris of the user is matched with the
iris stored in the database, then the system
gives a signal in text form saying that iris is
been recognized and the user can access
further steps and can finally make a
transaction.

==

Figure 3. CMOS Camera (Sonakshi et.al, 2017).
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Figure 4. Iris Recognition process (Sonakshi et.al, 2017).

V. CONCLUSION

Face and Iris recognition has proven to be the
most secure method of all biometric systems
to a point it is widely used in high level
security. If this system is used at this level it
should show how much technology has
changed in order to make this method
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